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FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ i zation  for s tandard ization  compris i ng  
a l l  n ational  e l ectrotechn ica l  commi ttees  ( I EC National  Commi ttees).  The  object  of I EC i s  to  promote 
i n ternati ona l  co-operation  on  a l l  q uesti ons  concern i ng  s tandard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC  publ i shes  I n ternational  Standards,  Techn ical  Speci fi cati ons,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ).  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC National  Comm i ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC al so  parti ci pate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternati onal  Organ i zation  for S tandard i zation  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or agreements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati ona l  
consensus  of opi n ion  on  the  rel evant sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  a l l  
i n terested  I EC National  Comm ittees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by I EC Nati onal  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  con ten t of I EC 
Publ i cations  i s  accu rate,  I EC  cannot be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m is i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Commi ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  possibl e  i n  thei r national  and  reg i onal  publ i cations.  Any d i vergence  
between  any I EC Publ i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provide  conform i ty 
assessment services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cati on  bod i es.  

6)  Al l  users  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agents  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC  National  Comm i ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cation  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  pub l i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ibi l i ty that  some  of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
patent  ri gh ts.  I EC shal l  not  be  hel d  respons ibl e  for i denti fyi ng  any or a l l  such  patent  ri gh ts.  

The main  task of I EC techn ica l  committees  is  to  prepare  I n ternational  Standards.  However,  a  
techn ical  committee  may propose  the  publ ication  of a  techn ica l  report when  i t  has  col l ected  
data  of a  d i fferen t kind  from  that wh ich  is  normal ly publ ished  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC TR 62351 -90-1 ,  wh ich  i s  a  techn ica l  report,  has  been  prepared  by I EC techn ica l  
comm ittee  57:  Power systems  management and  associated  i n formation  exchange.  

Th is  publ ication  contains  attached  fi l es  in  the  form  of el ectron ic  mach ine  readable  fi l es .  These  
fi l es  are  i n tended  to  be  used  as  a  complement and  do  not form  an  i n tegral  part of the  
publ ication .   
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The  text of th is  techn ical  report i s  based  on  the  fol l owing  documents:  

Enqu i ry d raft  Report  on  voti ng  

57/1 905/DTR 57/1 942/RVDTR 

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  techn ical  report can  be  found  in  the  
report on  voti ng  ind icated  i n  the  above  table.  

Th is  document has  been  drafted  i n  accordance  wi th  the  I SO/I EC  D i recti ves,  Part 2 .  

A l i st of a l l  the  parts  i n  the  I EC 62351  series,  publ i shed  under the  general  ti tl e  Power systems 
management and associated information exchange – Data and communications security,  can  
be  found  on  the  I EC websi te.   

Th is  I EC Techn ical  Report i ncludes  Code Components  i . e  components  that are  i n tended  to  be  
d i rectl y processed  by a  computer.  Such  con tent i s  any text found  between  the  markers  
<CODE BEGINS>  and  <CODE ENDS>,  or otherwise  i s  cl earl y l abeled  i n  th is  standard  as  a  
Code Component.  

The  purchase  of th is  I EC  standard  carries  a  copyrigh t l i cense  for the  purchaser to  sel l  
software  con ta in ing  Code Components  from  th is  standard  d i rectl y to  end  users  and  to  end  
users  via  d istribu tors ,  subj ect to  I EC  software  l i censing  cond i ti ons,  wh ich  can  be  found  at:  
h ttp: //www. iec. ch/CCv1 .  

The  Code Components  included  in  th is  I EC standard  are  a lso  avai lable  as  electron ic mach ine 
readable  fi les  at:  h ttp:  //www. iec.ch/publ ic/TC57/IEC_62351 -90-1 .XACML-Examples. fu l l .TR.zip.  

The  committee  has  decided  that the  con ten ts  of th is  document wi l l  remain  unchanged  un ti l  the  
stabi l i ty date  i nd icated  on  the  I EC  websi te  under "h ttp: //webstore. iec. ch "  i n  the  data  re lated  to  
the  speci fic document.  At  th is  date,  the  document wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  vers ion  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The 'colour inside'  logo  on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct  
understand ing  of i ts  contents.  Users  shou ld  therefore print  th is  document  using  a  
colour printer.  
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INTRODUCTION  

The power system  sector i s  adopting  securi ty measures  to  ensure  the  re l i ab le  del i very of 
energy.  One  of these  measures  comprises  Role-based  Access  Control  (RBAC),  a l l owing  u ti l i ty 
operators ,  energy brokers  and  end -users  to  u ti l i ze  roles  to  restrict  the  access  to  equ ipment 
and  energy au tomation  functional i ties  on  a  need -to-hand le  basis .  The  speci fic measures  to  
real i ze  th is  functional i ty have  been  defined  in  the  context of I EC  TS  62351 -8.  I t  defi nes  three  
profi les  for the  transm ission  of RBAC related  in formation .  Th is  i n formation  i ncludes,  bu t not 
l im i ted  to,  be ing  con tained  in  publ ic key certi ficates,  attribute  certi ficates,  or software  tokens.  
Moreover,  especia l l y for I EC 61 850,  i t  defines  a  set of mandatory roles  and  associated  righ ts.  
I EC 61 850  a lso  a l l ows  the  defin i tion  of custom  roles  and  associated  rights ,  bu t th is  i s  not  
speci fied  i n  a  way to  ensure  in teroperabi l i ty.  

Implementations  of RBAC have  shown  that u ti l i t i es  are  l ikel y to  have  thei r own  set of ro les  
and  associated  righ ts  that need  to  be  supported .  Therefore,  th is  techn ical  report enhances  the  
solu tion  for role  based  access  con trol  i n  power systems  defined  i n  I EC TS  62351 -8.  I t  
provides  best practice  gu idel ines  for the  d istribution  of role-to-ri gh t i n formation  targeting  the  
defin i tion  of custom  roles  besides  the  mandatory ro les  defined  i n  I EC  TS  62351 -8.  As  defined  
in  I EC TS  62351 -8,  ro les  of a  user are  transported  i n  a  container cal l ed  an  access  token .  
Access  tokens  are  assumed  to  be  created  and  adm in istered  by an  i denti ty management tool .  
I EC TS  62351 -8  currentl y defi nes  three  d i fferent  formats  for such  access  tokens.  

Th is  techn ical  report targets  the  provis ion ing  of gu idance for the  implementation  of RBAC.  
More  speci fical l y i t  focuses  on  means  to  describe  custom  roles,  as  wel l  as  the  management of 
these  new ro les  and  associated  ri gh ts,  wh ich  are  typical l y adm in istered  i n  a  management tool  
and  enforced  i n  the  endpoin ts .  By defin ing  categories,  the  workflow is  s impl i fi ed  for defin ing  
new roles  and  associated  rights  bes ides  the  predefined  ro les  in  I EC  TS  62351 -8  as  wel l  as  
the  assignment to  subjects.  Consequen tl y the  i n formation  exchange necessary to  d istribute  
the  RBAC in formation  i s  a lso  a  target of th is  techn ical  report to  ensure  i n teroperabi l i ty 
between  d i fferent vendor’s  products .  Th is  i s  ach ieved  by u ti l i zi ng  the  existi ng  standard  
XACML.  I n  add i tion  to  I EC  TS  62351 -8  further constrain ts  of role  execu tion  are  cons idered .  
These  constrain ts  are  bound  to  the  execution  environment rather than  the  access  token  
carrying  the  role  in formation  i tsel f.  
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POWER SYSTEMS MANAGEMENT  
AND ASSOCIATED INFORMATION  EXCHANGE –  

DATA AND COMMUNICATIONS SECURITY –  
 

Part 90-1 :  Guidel ines  for handl ing  role-based   
access  control  i n  power systems  

 
 
 

1  Scope 

This  part of I EC  62351 ,  wh ich  is  a  techn ica l  report,  addresses  the  hand l i ng  of access  con trol  
of users  and  au tomated  agen ts  to  data  objects  i n  power systems  by means  of role-based  
access  con trol  (RBAC)  as  defined  i n  I EC  TS  62351 -8.  I EC  TS  62351 -8  defines  three  d i fferen t  
profi les  to  d istribu te  role  i n formation  and  a lso  defines  a  set of mandatory roles  to  be  
supported .  Adoption  of RBAC has  shown  that the  defined  mandatory roles  are  not a lways  
su fficient and  i t  i s  recommended  that the  method  for defi n ing  custom  roles  be  s tandard ized  to  
ensure  in teroperabi l i ty.  Hence,  the  main  focus  of th is  document l ies  i n  developing  a  
standard ized  method  for defin ing  and  eng ineering  custom  roles,  thei r role-to-righ t mappings  
and  the  correspond ing  i n frastructure  support needed  to  u ti l i ze  these  custom  roles  i n  power 
systems.  Th is  i s  ach ieved  by defin ing  categories  and  sub  l evel  categories,  wh ich  provide  a  
d istinction  of actions,  connected  wi th  ded icated  ri gh ts  as  wel l  as  a  proposal  for a  format to  
d istribu te  the  custom  ro le-to-ri ght  mappings.  Moreover,  a  format is  being  proposed  to  
d istribu te  the  in formation  on  custom  defined  roles  and  associated  ri gh ts  by u ti l i zing  XACML as  
an  establ ished  standard  for access  con trol .  

Besides  the  d iscuss ion  of hand l i ng  custom  ro les,  th is  document also  addresses  the  fol l owing  
issues:  

– Provid ing  recommendations  and/or examples  for role-righ t-operation  and  (obj ect)  
association  to  ensure  i n teroperabi l i ty from  operational  and  developers  poin t of view.  

– Provid ing  mechan isms  and  ru les  to  avoid  overload ing  of existi ng  ro les  by a l l owing  for an  
a l i gned  way to  define  new (custom)  roles.  

– Easing  the  adm in istration  of roles  i n  I EDs  from  a  device  management poin t  of view:   

•  Al lowing  for cen tral i zed  ass ignment of ro les,  by maintain ing  the  same associations  on  
device/appl ication  l evel .   

•  Avoid ing  the  defin i ti on  of role-right-operation  on  command  l evel  to  cope  wi th  d i verse   
appl ication  envi ronment of I EC  TS  62351 -8  (e. g .  I ED,  substation  l evel ,  control  cen tre,  
SCADA).  

– Enhancing  avai lable  constra in ts  for acting  in  a  speci fic role  cons idering  the  l ocal  
envi ronment wi th  respect  to  operational  constrain ts.  

2  Normative references  

The fol l owing  documents  are  referred  to  i n  the  text in  such  a  way that some or a l l  of thei r 
con ten t consti tu tes  requ irements  of th is  document.  For dated  references,  on l y the  ed i ti on  
ci ted  appl i es.  For undated  references,  the  latest ed i tion  of the  referenced  document ( i nclud ing  
any amendments)  appl i es.  

I EC 61 850-6,  Communication  networks and systems for power utility automation  – Part 6:  
Configuration  description  language for communication in  electrical substations related to IEDs  

I EC TS  62351 -1 ,  Power systems management and associated information exchange –  Data  
and communications security – Part 1 :  Communication network and system security – 
Introduction to security issues  
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IEC 62351 -3,  Power systems management and associated information exchange  – Data and 
communications security – Part 3: Communication network and system security – Profiles 
including TCP/IP  

I EC  TS  62351 -4,  Power systems management and associated information exchange – Data 
and communications security – Part 4:  Profiles including MMS  

I EC  TS  62351 -5,  Power systems management and associated information  exchange – Data 
and communications security – Part 5: Security for IEC 60870-5 and derivatives  

I EC  TS  62351 -6,  Power systems management and associated information  exchange – Data 
and communications security – Part 6: Security for IEC 61850  

I EC 62351 -7,  Power systems management and associated information exchange  – Data and 
communications security – Part 7:  Network and System Management (NSM)  data  object 
models  

I EC  TS  62351 -8,  Power systems management and associated information exchange – Data 
and communications security – Part 8: Role-based access control  

I EC  62351 -9,  Power systems management and associated information exchange – Data and 
communications security – Part 9: Cyber security key management for power system 
equipment  

I EC 62443-3-3,  Industrial communication networks – Network and system security – Part 3-3: 
System security requirements and security levels  

I SO  9594-8/ITU-T  Recommendation  X. 509: 2005,  Information technology – Open Systems 
Interconnection – The Directory: Public-key and attribute  certificate frameworks 

OASIS  XACML eXtensib le  Access  Control  Markup  Language,  Version  3  

3 Terms,  defin i tions  and  abbreviated  terms  

For the  purposes  of th is  document,  the  terms  and  defin i tions  g iven  i n  I EC  TS  62351 -1  and  
I EC TS  62351 -8  and  the  fol l owing  appl y.  

I SO  and  I EC main ta in  term inolog ical  databases  for use  i n  standard ization  at the  fol l owing  
addresses:  

•  I EC  E lectroped ia:  avai lable  at  h ttp: //www.electroped ia. org /  

•  I SO  On l ine  browsing  p latform :  avai lable  at h ttp : //www. iso.org/obp  

3. 1  Terms and  defin i tions  

3. 1 . 1   
categories  

col l ection  of ri gh ts  to  ease  adm in istration  of custom  defined  roles  

3.2  Abbreviated  terms  

AC attribute  certi ficate  

ANSI  american  national  standards  i nsti tu te  

AMI  advanced  metering  i n frastructu re  

AoR area  of responsibi l i ty 



I EC TR 62351 -90-1 : 201 8  © I EC 201 8  – 9  –  

BDEW Bundesverband  der Energ ie-  und  Wasserwirtschaft (Germany)  

BSI  Bundesamt für S icherhei t  i n  der I n formationstechn ik (Germany)  

CIM  common  I n formation  model  

CI P  cri tical  i n frastructure  protection  

DER d istribu ted  energy resource   

HMAC keyed-hash  message  au then tication  code  

HM I  human  mach ine  in terface   

I ED  i n te l l i gen t e l ectron ic device;  stands  for a  fi e ld  device,  a  gateway or a  PC i n  the  net  
con trol  cen tre  

ID  i denti ty 

I S  i n ternational  standard  

ISMS  I nformation  securi ty management system  

LDAP l igh tweight  d i rectory access  protocol  

LD  l og ica l  device  ( I EC  61 850)  

LED  l igh t em i tti ng  dode  

LN  l og ica l  node  ( I EC  61 850)  

MMS  manufacturing  message  speci fication  

NERC North  American  e lectric re l i ab i l i ty cooperation  

OASIS  organ ization  for the  advancement of s tructured  i n formation  s tandards  

OID  obj ect identi fi er 

OSI  open  systems  i n terconnection  

PKI  publ ic key in frastructure;  the  complete  set of processes  requ ired  to  provide  
encryption  and  d i g i ta l  s i gnature  services  

PDP  pol icy decis ion  poin t  

RBAC role-based  access  control  

SCADA system  control  and  data  acqu is i ti on   

SCD  substation  configuration  description   

SCL  system  configuration  description  language  ( I EC 61 850-6)  

SOA service  oriented  arch i tecture  

SW software  

TLS  transport l ayer securi ty 

U ID  un iversal  i denti fier 

XACML eXtended  Access  Control  Markup  Language  

XML eXtended  Markup Language  

4 Overview 

4.1  General  

This  document provides  gu idance for the  appl ication  of RBAC wi th in  mu l ti -vendor power 
systems  u ti l i zing  I EC TS  62351 -8.  I EC TS  62351 -8  defines  three  d i fferen t profi les  to  d is tribu te  
ro le  i n formation  and  a lso  defines  a  set of mandatory ro les  to  be  supported .  I t  has  been  
acknowledged  that i n  several  use  cases  the  defined  (mandatory to  support)  roles  are  not 
sufficient.  Therefore,  the  defin i ti on  of custom  roles  i n  an  i n teroperable  way i s  seen  as  the  
consequent next s tep.   
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As  stated  in  the  scope,  the  main  focus  of th is  document l i es  i n  the  defin i ti on  of a  s tandard ized  
method  for defin ing  and  eng ineering  custom  roles ,  ro le- to-right mappings  and  the  
correspond ing  i n frastructure  support to  u ti l i ze  these  custom  roles  i n  power systems.  Th is  
document addresses  th i s  by d iscussing  the  workflow to  create  custom  ro les  as  wel l  as  the  
means  to  d is tribu te  the  i n formation  of custom  defined  roles  and  associated  ri gh ts .  More  
speci fical l y,  the  workflow i ncludes  the  defin ing  categories  and  sub  categories,  wh ich  provide  a  
d isti nction  of actions,  connected  wi th  ded icated  ri gh ts .  Th is  categorization  s impl i fies  the  
adm in istrative  effort when  manag ing  (creating)  roles.  Regard ing  the  d istribution  of role-to-right 
i n formation ,  th is  document re l ies  on  the  existing  s tandard  XACML for the  fi l e  format and  
i n frastructure,  and  defines  the  structure  for the  i n formation  transfer.   

Further gu idance  for the  appl ication  of RBAC in  th is  report re lates  to  operational  hand l i ng ,  
i ncl ud ing :  

– Provid ing  an  example  for role  defi n i ti on  based  on  the  categorization  of actions  

– Hand l i ng  of synchronous  vs.  asynchronous  RBAC enforcement  

– Role  changes  du ring  a  sess ion  

– Appl ication  of RBAC under speci fic ci rcumstances  

– Hand l i ng  of roles  changes   

4.2  Current  defin i tions  from  IEC  TS  62351 -8  

IEC TS  62351 -8  speci fies  the  i n tegration  of role-based  access  con trol  i n  the  context of power 
system  communication  to  ease  the  burden  of access  management.  I EC  TS  62351 -8  defines  
seven  mandatory roles  to  be  supported ,  and  a  set  of predefined  ri gh ts  for each  role.  The  
focus  for the  defin i tion  has  been  p laced  on  log ica l  device  access  con trol  for power au tomation  
us ing  I EC 61 850.  The  defin i ti on  of mandatory roles  for other domains  (e. g . ,  AM I ,  DER,  CIM)  
was  left  open  at  the  time of i ssu ing  I EC TS  62351 -8.  

F i gure  1  provides  an  overview of the  scope of defi n i ti ons  of I EC  TS  62351 -8.  
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Figure 1  – Scope  of RBAC  as  defined  in  IEC  TS  62351 -8  

The mandatory roles  for I EC 61 850,  s tated  i n  F igure  1 ,  are  characterized  by the  defin i tion  of 
associated  ri ghts  as  depicted  i n  Table  1 .  

Table  1  – Pre-defined  roles  in  IEC  TS  62351 -8  

 

I EC  TS  62351 -8  a lso  defines  three  profi les  to  b i nd  and  transm i t  the  role  i n formation  as :  

– Profi l e  A:  X.509v3  publ ic key certi ficate  wi th  i ncluded  ro le  i n formation  as  certi ficate  
extension  

– Profi l e  B :  X.509v3  Attribute  certi ficate  bound  to  a  publ ic key certi ficate,  wh ich  uses  the  
same certi ficate  extension   
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– Profi l e  C:  Software  token  (HMAC-protected  structure,  Kerberos  l i ke) ,  wh ich  encapsu lates  
the  same in formation  con tained  i n  the  certi ficate  extens ion   

Besides  the  defin i tion  of the  three  profi les ,  a lso  the  del i very of the  RBAC credentia l  has  been  
defined  i n  terms  of support for a  PULL  and  PUSH  model  to  retrieve  the  role  i n formation .  PULL 
and  PUSH  are  defined  i n  the  con text of I EC TS  62351 -8  and  bas ical l y describe  i f the  user 
access ing  an  I ED  is  provid ing  h is  role  in formation  (PUSH)  or i f the  I ED  i s  retrieving  th is  
i n formation  (PULL)  from  a  reposi tory.  Here,  especial l y LDAP was  addressed  to  fetch  securi ty 
credentia ls.  I EC  TS  62351 -8  i s  currentl y a lso  referenced  from  IEC TS  62351 -5  for appl ication  
wi th in  I EEE  1 81 5  and  I EC  60870-5-1 04.  Speci fi cal l y for I EC  60870-5-1 04  the  appl ication  of 
the  securi ty accord ing  to  I EC TS  62351 -5  i s  described  i n  I EC  TS  60870-5-7.  

4.3  Example  standards  and  gu idel ines  requ iring  RBAC  

4.3. 1  General  

Subclauses  4. 3. 2  to  4 . 3 .8  provide  an  overview of connected  speci fications  i n  the  area  of 
power systems showing  their scope of roles  for RBAC.  Also  covered  are  documents  wh ich  
requ ire  role-based  access  con trol  wi thou t defi n ing  speci fic ro les  as  wel l  as  documents  
describ ing  speci fic solu tions  for RBAC.  Th is  subsection  i s  in tended  to  motivate  the  described  
option  to  defi ne  custom  roles,  wh ich  go  beyond  the  mandatory defined  roles  i n  
IEC TS  62351 -8.  

Note  that  the  described  roles  typica l l y provide  a  m in imum  set of ro les  to  address  the  requ i red  
functional i ty on  one  hand  and  i n teroperabi l i ty between  d i fferent vendor’s  products  on  the  
other.  The  defin i ti on  of custom  roles  i n  the  con text of operation  wi l l  most l i ke l y resu l t i n  
add i tional  ro les  and  ri gh t defin i tions,  wh ich  may better a l ign  wi th  an  operator’s  envi ronment.  

4.3.2  BDEW Whitepaper 

The BDEW Whi tepaper describes  essentia l  securi ty measures  for control  and  
te lecommunication  systems and  has  been  developed  for power i ndustry organ izations.  I t  
targets  to  su fficientl y protect the  operation  of these  systems  against securi ty threats.  The 
securi ty measures  described  in  the  wh i tepaper are  recommended  for a l l  newly procured  
con trol  and  te lecommun ication  systems.  Note  that the  BDEW Whi tepaper refers  to  
ISO  27001 /2  for the  defin i tion  of securi ty con trols  accord ing  to  an  I SMS.  

Regard ing  RBAC,  the  BDEW Whi tepaper expl ici tl y defi nes:  

– Adm in istrator:  A user,  who  i nsta l l s ,  main tains  and  adm in istrates  the  system .  Therefore  the 
adm in istrator role  has  the  au thorization  and  the  accord ing  pri vi l eges  to  change the  system  
and  securi ty configuration  and  settings.   

– Aud i tor:  User ro le,  wh ich  sole l y has  the  perm ission  to  i nspect  and  arch ive  the  aud i t  logs  
and  ( i f appl icable)  the  exclusive  ri ght  to  delete  them .   

– Operator:  User who performs  regu lar system  operations.  Th is  may include  the  ri gh t to  
change  operational  parameters  (e. g .  chang ing  th resholds)  or the  righ t to  execu te  securi ty 
re levant actions  (e . g .  swi tch  operation ,  removal  of i n terlocks) .   

– Data-D isplay:  User,  who  i s  a l l owed  to  view the  s tatus  of the  system  and  to  read  defined  
datasets  bu t  i s  not a l lowed  to  make  any changes  to  the  system  or to  execute  commands.  

– I f appl icable,  a  “Backup  Operator”  role  i s  defined ,  wh ich  i s  a l lowed  to  backup re levan t 
system  and  appl ication  data.  

4.3.3  IEEE  1 686  

IEEE  1 686  defines  the  functions  and  features  to  be  provided  in  i n te l l i gen t e lectron ic devices  
( I EDs)  to  accommodate  cri tical  i n frastructure  protection  (CIP)  programs.  I EEE  1 686  
addresses  securi ty regard ing  the  access,  operation ,  configuration ,  fi rmware  revision  and  data  
retrieval  from  an  I ED.  Encryption  of communications  to  and  from  the  I ED  is  a lso  addressed .  
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Accord ing  to  I EEE  1 686,  roles  shal l  have  the  capabi l i ty of supporti ng :  

– View data:  refers  to  the  abi l i ty to  view operational  data  (vol tage,  curren t,  power,  energy,  
status ,  a l arms,  et a l )  of the  I ED  wh ich  are  not i n tended  to  be  avai lable  as  general  
i n formation  d isplay.   

– View configuration  settings:  refers  to  the  abi l i ty to  view configuration  settings  of the  I ED  
such  as  scal i ng ,  commun ications  address ing ,  programmable  l og ic rou tines  and  the  
fi rmware  vers ion  numbers.   

– Force  values:  refers  to  the  abi l i ty to  manual l y override  real  data  wi th  manual l y inputted  
data  and /or the  abi l i ty to  cause  a  con trol  ou tpu t operation  to  occur.   

– Configuration  change:  refers  to  the  abi l i ty to  down load  and  upload  configuration  fi l es  to  
the  un i t  and/or effect  changes  to  the  existing  configuration .   

– F i rmware  change:  refers  to  the  abi l i ty to  l oad  new fi rmware  wh ich  does  not  requ ire  a  
correspond ing  hardware  change.   

– I D/Password  or RBAC management:  refers  to  the  ab i l i ty to  create,  delete  or mod i fy user 
IDs,  passwords,  ro les  and/or password  and  role  au thorization  l evels .   

– Aud i t tra i l :  refers  to  the  ab i l i ty to  view and  down load  the  aud i t tra i l .  

4.3.4  ISO/IEC  2701 9  

ISO/IEC 2701 9  provides  gu id ing  pri ncip les  based  on  I SO/IEC  27002  “Code  of practice  for 
i n formation  securi ty management”  for i n formation  securi ty management appl ied  to  process  
con trol  systems  as  used  i n  the  energy u ti l i ty i ndustry.  Therefore  i t  extends  the  I SO/I EC 27000 
series  to  the  domain  of process  con trol  systems  and  au tomation  technology,  a l lowing  the  
energy u ti l i ty i ndustry to  implement a  s tandard ized  in formation  securi ty management system  
(ISMS)  in  accordance wi th  I SO/I EC 27001  that extends  from  the  bus iness  to  the  process  
con trol  level .  Wh i le  I SO 2701 9  does  not mandate  speci fic  ro les,  the  base  document 
I SO/IEC 27002  defines  areas  for wh ich  ind ividuals  are  responsible  shou ld  be  stated .  I n  
particu lar the  fol lowing  shou ld  take  p lace:  

– the  assets  and  securi ty processes  associated  wi th  each  particu lar system  shou ld  be  
i denti fied  and  defined ;  

– the  enti ty responsib le  for each  asset or securi ty process  shou ld  be  assigned  and  the  
detai l s  of th is  responsib i l i ty shou ld  be  documented ;  

– au thorization  l evels  shou ld  be  defined  and  documented ;  

– to  be  able  to  fu l fi l  responsibi l i ti es  i n  the  i n formation  securi ty area,  the  appoin ted  
i nd ividuals  shou ld  be  competent  i n  the  area  and  be  g iven  opportun i ties  to  keep up  wi th  
developments;   

– coord ination  and  overs igh t of securi ty aspects  of suppl ier re lationsh ips  shou ld  be  
i denti fied  and  documented .  

4.3.5  IEC  62443  

I EC 62443  is  a  s tandard  series  addressing  securi ty i n  au tomation  systems by defin ing  pol icies  
and  procedures,  as  wel l  as  techn ical  requ i rements  to  systems  and  components.  Speci fica l l y 
I EC 62443-3-3  defines  foundational  securi ty requ i rements  to  be  addressed  by systems  and  
solu tions.  Moreover,  four securi ty l evels  are  defined  to  have  a  d isti nction  of the  appl i ed  means 
to  address  a  ded icated  requ i rement,  based  on  the  strength  of a  poten tia l  adversary.  Here,  ro le  
based  access  con trol  i s  requ i red  to  be  supported  to  address  securi ty l evel  2  for the  two 
foundational  requ i rements:  

– FR1 :  I den ti fication  and  Authen tication ,  speci fica l l y for the  requ irements  related  to  the  
i denti fication  of human  users ,  software  processes  and  devices  as  wel l  as  account and  
i denti fier management.  

– FR2:  Use  Control ,  speci fical l y to  support au thorization  enforcements  by mapping  
perm iss ions  to  roles.  
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4.3.6  NERC  CIP  

The North  American  E lectric Rel iabi l i ty Corporation  (NERC)  main tains  comprehensive  
re l i abi l i ty s tandards  that defi ne  requ irements  for p lann ing  and  operati ng  the  col l ecti ve  bu lk 
power system .  Among  these  are  the  Cri tical  I n frastructure  Protection  (CIP)  Cyber Securi ty 
Standards,  wh ich  are  i n tended  to  ensure  the  protection  of the  Cri tica l  Cyber Assets  that 
con trol  or effect  the  rel iabi l i ty of North  America ’s  bu lk  e lectric  systems.  

Th is  set of documents  does  not define  speci fic  ro les ,  bu t CIP-004-5  expl ici tl y re lates  i n  
requ i rement 4 ,  “Access  Management” ,  to  the  implementation  of role-based  access.  Th is  
i nvolves  determ in ing  the  speci fic roles  on  the  system  (e. g .  system  operator,  techn ician ,  report 
viewer,  adm in istrator,  etc. )  then  grouping  access  pri vi l eges  to  the  role  and  ass ign ing  users  to  
the  role.  

4.3.7  BSI  TR 031 09  

The German  BSI  re leased  the  techn ica l  gu ide l i ne  TR 031 09  to  describe  requ i rements  for the  
secure  operation  of i n te l l i gent metering  systems.  The  underl ying  arch i tecture  uses  a  smart 
meter gateway,  to  be  p laced  between  the  actual  smart meter at a  prem ises  and  the  meter 
data  management,  con trol l ed  by a  smart meter gateway adm in istrator.  Th is  gu idel ine  defines  
au thorized  roles  to  operate  a  smart meter gateway as :  

– Consumer:  j u rid ical  person  wi thdrawing  energy,  gas,  water or producing  energy us ing  a  
DER.  

– Authorized  External  Enti ty:  Every external  except the  smart meter gateway adm in istrator.   

– Smart Meter Gateway Adm in istrator:  responsible  for configuration ,  mon i toring  and  con trol  
of the  smart meter gateway.  

– Service  Techn ician :  can  u ti l i ze  the  l ocal  d iagnosis  i n terface  of the  smart meter gateway.   

4.3.8  Further requ irements  

Fol lowing  requ irements  ori g inate  from  d iscussions  wi th  u ti l i t i es  and  are  re l ated  to  the  general  
RBAC hand l ing :  

– I n  add i tion  to  user re lated  roles,  system  related  roles  shou ld  be  supported  to  ensure  that 
there  is  the  option  to  associate  d i fferent ri gh ts  to  ded icated  work envi ronments  
(main tenance,  back offi ce,  etc. ) .  System  related  ri ghts  shou ld  be  s tronger than  user 
re lated  rights.  

– There  shou ld  be  an  option  to  have  time restrictions  for acti ng  i n  speci fic roles.  

– There  shou ld  be  an  option  to  consider the  operational  constra in ts  for the  execution  when  
operati ng  i n  a  speci fic  ro le.  Example  s i tuations  include  emergency s i tuations  and  
con tractual  changes  to  au thorizations.  

5 Categorization  of actions  to  ease the defin i tion  of custom  roles  

5.1  General  

To ease  the  workflow of defin ing  custom  roles ,  a  categorization  of actions  i s  proposed .  Th is  
categorization  has  two main  goals .  F i rst,  i t  i s  used  to  provide  means  for an  operator,  e . g .  a  
u ti l i ty,  to  easi l y defi ne  i ts  own  custom  roles,  wh ich  can  be  used  and  appl ied  i n  an  
i n teroperable  way i n  a  mu l ti vendor envi ronment.  I n  th is  case,  the  categorization  provides  a  
grouping  of atom ic actions  or ri gh ts  to  faci l i tate  an  association  wi th  a  role  to  be  defined .  
Second ,  the  categorization  supports  i n teroperabi l i ty between  d i fferent vendor’s  products  by 
defin ing  a  set  of perm issions/rights  to  be  supported .  A ri gh t or perm ission  supported  at the  
i n terface  level  of a  device  or appl ication  shou ld  be  treated  in  a  s im i lar way by d i fferen t 
vendors  products  bu t may be  implemented  i n  a  vendor-speci fic way.  

For the  defin i ti on  of custom  roles,  certa in  ri gh ts  of a  particu lar category of actions  or 
subcategories  of actions  or speci fic actions  may be  grouped  to  defi ne  a  new ro le.  Hence,  the  
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goal  of th is  document i s  not the  defin i tion  of new roles  or custom  roles ,  bu t to  propose how 
those  can  be  defined .  

Categorization  of actions  i s  i n tended  to  improve  usabi l i ty,  based  on :  

– F in i te/l im i ted  set of generic action  categories  on  abstract level  

– Subcategories  to  improve granu lari ty and  understand ing  on  generic  operations  wi th in  each  
category 

– Mu l ti - level  of subcategories  (or deeper branches)  are  abstractions  of sets  of atom ic ri gh ts  
and  may be  associated  wi th  potentia l  operations  (e. g .  I EC  61 850)  or commands  (e. g .  for 
device  management)  or eng ineering  

– Mapping  of roles  and  rights  to  categories  or subcategories  or even  on  speci fic 
action /operations  level  to  defi ne  custom  roles  and  associated  ri ghts  

Besides  the  pure  association  of actions  on  resources  described  by the  ro le  defi n i tion ,  
add i ti onal  restrictions  may be  defined .  Th is  i s  a l ready provided  th rough  the  parameter “area  of 
responsibi l i ty”  (AoR)  i n  the  I EC  TS  62351 -8  access  token  defin i ti on ,  wh ich  can  be  used  to  
define  a  geograph ical  area  or organ izational  un i t,  i n  wh ich  the  speci fic role  i s  en ti tled  to  act.  
Th is  association  i n  general  i s  i ndependent of the  role  defin i tion .  I n  add i ti on  to  the  AoR i t  i s  
a lso  poss ible  to  provide  further restrictions  l i ke  a  speci fic val i d i ty time  period  of the  access  
token .  

The  defin i tion  of custom  roles  us ing  categorizati on  i s  i n tended  to  be  done  on  an  abstract 
l evel ,  i . e .  the  described  categories  or subcategories  describe  a  target functional i ty to  be  
a l l owed  or not,  bu t do  not imply any speci fic implementation .  Th is  l eaves  the  option  for vendor 
speci fic implementations  of th is  functional i ty i n  a  device  as  needed  l ocal l y i n  an  i n teroperable  
way.  

I n  Subclauses  5. 2  to  5. 6 ,  the  fi rst two  l evels  are  enumerated  and  expla ined .  

NOTE  The  categori zati on  can  a l so  be  presented  us ing  a  tab l e  as  dep icted  i n  F i gu re  3  to  ease  vi s ib i l i ty  and  ed i ti ng  
of new subcategories  down  to  atom ic actions/ri gh ts.  The  fol l owing  subsections  expla in  the  conten t of the  actions  
category table.   

5.2  Main  category overview  

The main  categories  consti tu te  the  entry poin t  for the  defin i ti on  of custom  roles .  

 

Figure 2  – Main  categories  

Figu re  2  shows a  l im i ted  set of rather generic categories  on  abstract l evel .  For these  
categories  fu rther subcategories  wi th  d i fferen t l evels  have  been  defined  to  better d isti ngu ish  
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speci fic topics  wi th in  a  category.  Subcategories  may be  associated  wi th  poten tia l  operations  
(e. g .  I EC 61 850)  or commands  (e. g .  for device  management)  or eng ineering .  

F i gure  3  shows  an  example  of existing  subcategories  of l evel  1  and  l evel  2  to  the  main  
category “Adm in istration”  

Categori es  Subcategories  
Level  1  

Subcategories  
Level  2  

Admin istration    

 UserManagement  

  Vi ewUserAccounts  

  Ed i tUsersAccountData  

  AddUserAccounts  

  Del etaUserAccounts  

  AccountsEnabl i ngDisabl i ng  

IEC 

Figure  3  – Level  structure  of categories  (example)  

Subclauses  5. 3  to  5 . 6  describe  the  d i fferen t l evels  of subcategories  for each  of the  main  
categories  s tated  above.  

5. 3  Category:  Admin istration  

Adm in istration  is  for personnel  wi th  the  h ighest adm in istrati ve  ri gh ts  i n  the  faci l i ty.  
These  are  typ ical l y the  adm in istrators.  Table  2  l i sts  subcategories  for 
adm in istration .  

Table  2  – Subcategories  for admin istration  

Level  1  
Subcategories   

Level  2  Subcategori es  of acti ons  – Permissions  to  be  defi ned   

User Management  View user accounts;  Add  new users;  Ed i t  exi sti ng  users ’  d ata ;  Deleti on  of user 
accounts;  Enabl i ng  and  d i sab l i ng  user accounts  (e. g .  vacati on  days).   

Password  
Management  

Manage  (set/reset)  users ’  passwords;  
Ed i t  password  pol i cies  of the  faci l i ty or en ti ty.  

Roles  Assignment  Assign  roles  to  users  and  appl i cations  (can  have  one  or more  rol es).  

AoR Assignment  Assign  AoRs  to  users  (Rol es  can  be  bound  to  an  Area  of Responsib i l i ty.  Users  may 
have  one  or more  AoRs  assigned  to  them).  

Role  Management  Create  new rol es;  Manage  custom  roles  perm iss ions;  Delete  custom  roles  (besi des  the  
pre-defi ned  roles  i n  I EC TS  62351 -8,  custom  roles  can  be  defi ned ,  based  on  an  own  
combination  of ri gh ts).  

AoR Management  Create  new AoRs;  Rename AoRs;  Delete  AoRs;  Manage  AoR val i d  times.  

Certi ficate  
Management  

Certi fi cate  management  i s  part  of a  PKI  i n frastructu re:  
Manage  trusted  certi fi cates;  Manage  certi fi cate  wh i te  l i s ts ;  Manage  device  certi fi cates;  
I ssue  Certi fi cates;  Revoke  Certi fi cates.  
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5.4  Category:  Provis ion ing  

Provision ing  i s  primary for the  system  in tegrator,  knowledgeable  users  and  device  
manufacturing  personnel  that have  a  good  understand ing  of the  i nsta l led  
equ ipment at the  faci l i ty.  

Provis ion ing  may involve  the  operator i n  order to  au thorize  certa in  actions.  Table  3  l i sts  
subcategories  for provis ion ing .  

Table  3  – Subcategories  for provision ing  

Level  1  
Subcategories  

Level  2  Subcategori es  of acti ons  – Permissions  to  be  defi ned  

Main tenance  
mode 

View d i agnosti c  data;  Delete  d i agnosti c  data  
View d i stu rbance  data;  Delete  d i stu rbance  data;   
Vi ew appl i cati on  l ogs;  Del ete  appl i cati on  l ogs.  

Test /  S imu late  Enabl i ng  &  d i sabl i ng :   
Test  mode;  S imu lation  mode;  Emu lation  mode;  D iagnosti c  mode  

Perform  tests .  

HMI  Settings  I n fl uence  HMI  setti ngs  of the  device:   
LED  reset;  Change  Menus  &  Toolbars;  Change  Synopti cs .  

Enti ty 
Management  

Setti ngs  Management;  Configu ration  Management;  F i rmware/Software  Management.  

Parameterization  Management  of:  General  parameters;  Au tomation  parameters;  Commun ication  
parameters;  Control  parameters;  Cyber Secu ri ty parameters ;  Mai n tenance  parameters;  
Pri ci ng  parameters;  Protection  parameters ;  Service  parameters;  Other parameters.  

 

5.5  Category:  Operation  

Operation  covers  dai l y bus iness  actions  at  an  i nsta l l ation .  Table  4  l i s ts  
subcategories  for operation .  

Table  4  – Subcategories  for operation  

Level  1  
Subcategories  

Level  2  Subcategori es  of acti ons  – Permissions  to  be  defi ned  

Operations  View Granu l ar perm issions  to  vi ew:  
Aggregated  data;  B i l l i ng  d ata;  Control  data;  D iagnosti c  data;  Mai n tenance  data;  
Mon i tori ng  data;  Process  data;  Service  data;  Settl ement  data.  

An  operator wi th  the  Operati on  Viewing  (read )  perm issions  has  not  on l y read  access  to  
the  correspond ing  data.  Subcategories  and  atom ic operati ons  may fu rther restri ct  the  
i n formation  to  be  accessed .   

An  operator wi th  the  rol e  as  Viewer,  can  read  i n formation  wi th  the  services  defi ned  i n  
I EC 61 850-7-2 . a   

Righ ts  can  be  defi ned  down  to  an  Obj ect  l evel b   

Operations  Wri te  Granu l ar perm issions  to  act  on :  
B i l l i ng  operati ons;  Control  operationsc;  D iagnosti c  operations;  Mai n tenance  operati ons;  
Protection  operations;  Service  operati ons;  Alarms  acknowledgement  

Standard  
operations  

Logon  and  l ogou t to  en ti ty  

a
  (Read)  GetServerDi rectory,  GetLog ica lDeviceDi rectory,  GetLog ica lNodeDi rectory,  GetAl lDataValues,  

GetDataDefin i ti on ,  GetDataDi rectory,  GetDataSetD i rectory,  GetBRCBVal ues,  GetURCBValues,  
GetLCBValues,  QueryLogByTime,  QueryLogAfter,  GetLogStatusValues  

b   (Object defin i tion )  Log ical  Device,  Log ical  Node,  DataSet,  F i l e  
c   (Wri te)  SetDataVal ue,  SetDataSetValues,  CreateDataSet,  DeleteDataSet,  Operate,  TimeActivatedOperate,  

SetBRCBValues,  SetURCBVal ues,  SetLCBVal ues  

 



 – 1 8  – I EC TR 62351 -90-1 : 201 8  © I EC 201 8  

5.6  Category:  Aud i t   

The aud i t  category encloses  aud i t actions  that shou ld  be  performed  by special l y 
tra ined  personnel .  Table  5  l i sts  subcategories  for aud i t.  

Table  5  – Subcategories  for audi t  

Level  1  Subcategori es   Description   

Certi ficate  logs   The  en ti ty must a lways  have  a  read -on l y ’ certi fi cate  l og ’  wi th  documentation  of 
a l l  the  certi fi cate  hand l i ng  s i nce  l ast  aud i t.  

Certi fi cate  l ogs  shou l d  record  certi fi cate  actions,  such  as  when  new certi fi cates  
are  created ,  when  certi fi cates  are  revoked  and  i nstal l ed  or u n instal l ed .   

Securi ty l ogs   The  en ti ty must a lways  have  a  read -on l y ’ secu ri ty l og ’  reports  of a l l  the  
securi ty rel evant actions  s i nce  l ast  aud i t.  

Securi ty re l evant acti ons  i ncl udes:  password  hand l i ng ,  ro le/ri gh t  ass ignments ,  
fi rmware  updates,  user acti vi ti es  and  more.   

Generation  of User 
Acti vi ti es  reports  

Organ i zati ons  must  produce  regu larl y reports  of user acti vi ti es  to  make  
ava i l able  for regu lar aud i ts .  

Change Management l ogs  The  en ti ty must a lways  have  a  read -on l x l og  of en ti ty management  actions  wi th  
documentation  hand l i ng  s i nce  l ast  aud i t.  

Roles/Right Permissions   The  en ti ty must a lways  have  a  confi gu rati on  fi l e  for the  cu rren t  role/ri gh t  
ass ignments ,  wh ich  can  be  read  as  part  of the  aud i t  process.  

 

6 RBAC Operation  

6.1  General  

Clause  6  describes  cross  re lations  to  consider when  i n tegrating  RBAC in to  power systems.  
These  poin ts  have  been  identi fi ed  during  the  i n tegration  of RBAC in to  the  devices  and  
processes,  and  there  exists  a  need  for cl ari fication  and  gu idance.  

6.2  Synchronous  versus  asynchronous  RBAC  operation  

This  subclause  d iscusses  d i fferences  between  actions  carried  ou t i n  the  con text of an  expl ici t  
ro le  depend ing  on  the  on l i ne/offl i ne  s tate  of the  en ti ty veri fying  the  RBAC credential .  I n  
I EC 62351  the  target i s  typical l y the  provis ion ing  of end -to-end  securi ty.  Th is  expl ici tl y appl i es  
to  the  au thentication  of communicati ng  peers  and  a lso  to  the  au thorization  to  act in  a  speci fic  
role.  

There  are  two d istinct properties  of the  commun ication  wi th  an  I ED  (synchronous  and  
asynchronous),  i n  wh ich  the  enforcement of RBAC d i ffers.  For th is  d iscuss ion  i t  i s  assumed  
that both  s i des  use  X. 509  certi ficates  for au thentication ,  wh ich  a lso  carry the  ro le  i n formation  
as  extension .  I n  both  cases,  RBAC must be  enforced  through  the  I ED.  

– Synchronous  (on l i ne)  (see  F igure  4) :  A session ,  e. g . ,  for eng ineering ,  i s  establ ished  
between  two enti ties,  i n  wh ich  one  enti ty i s  perform ing  ded icated  actions  on  resources  of 
the  other.  At the  beg inn ing  of the  sess ion ,  the  I ED  (server)  au thenticates  the  cl ient 
(user/device)  and  veri fies  the  ro le  i n formation  of the  cl ient and  al l ows  actions  to  be  
performed  accord ing  to  the  enti tl ed  role  and  accord ing  to  the  defined  ro le- to-righ t mapping  
avai l ab le  on  that en ti ty.  I t  i s  assumed  that there  may be  mu l ti p le  sess ions  associated  to  
d i fferent ro le  i n formation  used  to  do  a  complete  eng ineering .  The  managed  en ti ty i s  
expected  to  perform  the  actions  in  a  synchronous  fash ion .  

RBAC bound  to  a  communication  session  may be  done  us ing  a  TLS  connection  used  to  
protect  the  eng ineering  operation  as  base.  I t  may also  be  re lated  to  an  MMS sess ion  
(assumed  the  currentl y defi ned  enhancements  for the  A-Profi l es  i n  I EC  TS  62351 -4  are  used).  
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Figure 4 – Onl ine eng ineering  session  (synchronous)  

I f there  are  ro les  wi th  overlapping  ri ghts  and  there  are  sequen tia l  or paral le l  sessions  wi th  
the  I ED  to  be  adm in istered ,  i t  i s  a  securi ty pol icy decis ion  how to  hand le  a  change or 
action  made  by concurrent roles .  A s imple  approach  is  based  on  timel iness,  l ead ing  to  the 
acceptance  of the  setting  of a  ded icated  va lue  from  the  l ast au thorized  ro le.  

– Asynchronous  (offl i ne):  Certain  in formation  may a lso  be  prepared  upfron t,  before  actual l y 
subm i tting  i t  to  the  I ED.  Th is  i n formation  may be  an  eng ineered  SCL fi l e  con ta in ing  the  
base  settings  for the  I ED.  The  SCD  i tse l f contains  d i fferen t values,  wh i ch  need  to  be  
provided  by the  appropriate  role.  The  process  of compi l ing  the  SCL fi l e  needs  to  take  the  
role  of the  i n formation  provider i n to  account.   

As  wi th  the  synchronous  case,  i t  i s  a  securi ty pol i cy decis ion  on  how to  hand le  concurrent 
changes  of the  same value  by d i fferen t ro les  i n  offl ine  eng ineering .  A s imple  approach  is  
based  on  timel iness,  l ead ing  to  the  acceptance of the  setti ng  of a  ded icated  value  from  the  
l ast au thorized  role.  The  i nstal l er at the  end  has  the  ri gh t to  change  the  configuration  and  
thus  is  able  to  subm i t  the  offl i ne  eng ineered  data  to  the  I ED.  

Both  cases  requ i re  that the  appropriate  RBAC credentia ls  are  provided  to  the  I ED.  
Add i tional l y the  pol icy eng ine  for match ing  the  provided  role  i n formation  to  the  a l lowed  actions  
on  the  resources  needs  to  avai l able  on  the  I ED  d i rectl y or can  be  accessed  remotel y.   

6.3  Role  changes  during  a  commun ication  session   

Roles  (as  curren tl y defi ned  in  I EC  TS  62351 -8)  are  i n tended  to  be  used  on  a  per session  
base.  A sess ion  may be  consti tu ted  by a  TLS  connection  or by a  MMS connection .  Th is  i s  
defined  i n  

– I EC 62351 -3/4/5/6/7/9  for the  appl ication  of TLS  

– I EC TS  62351 -4  for MMS,  wh ich  add i tional l y provides  an  A-Profi l e  for au thenticati ng  a  
ded icated  user/en ti ty at the  beg inn ing  of the  MMS  session .  

I n  a l l  cases,  i f the  X. 509  certi ficate  used  to  establ i sh  the  sess ion  carries  the  RBAC extension  
as  defined  i n  I EC  TS  62351 -8  profi le  A or B ,  the  role  i s  bound  to  the  sess ion .  Consequentl y,  i f 
the  role  changes,  a  new sess ion  is  created  requ i ri ng  the  use  of the  certi ficate  associated  wi th  
the  new (a l ternative)  ro le  to  be  used .  

6.4  Appl ication  of RBAC  under specific  ci rcumstances  

I n  certa in  s i tuations,  e . g .  emergency access,  speci fic ro l es  and  associated  ri gh ts  are  
necessary.  An  example  i s  g i ven  through  the  traffic l i gh t concept (g reen  – normal ,  ye l l ow – 
a lert,  and  red  – emergency s i tuations) ,  refl ecti ng  speci fic cond i ti ons  of the  electrici ty networks 
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and  thus  requ i ring  a  priori ti zation  of actions  performed  by speci fic ro les.  I t  i s  proposed  to  
i ssue  speci fic roles  to  be  used  in  these  s i tuations.  Th is  approach  a l igns  wi th  the  option  to  
define  custom  roles  defined  i n  th is  document.  Moreover,  the  s i gnal l i ng  or detection  of a  
speci fic s i tuation  is  ou ts ide  the  scope  of th is  document.   

Using  speci fic roles  may be  accompl ished  by the  RBAC token  issu ing  process.  The  process  
may a l ready cons ider the  operational  envi ronment of a  component to  be  managed  and  
therefore  define  s i tuations  speci fic  roles .  Al ternativel y the  s i tuation  may be  detected  by the  
IED  or s ignal l ed  to  the  I ED.   

The  concept i s  that  d i fferen t I ED  users  can  be  defined .  During  normal  operation  cond i ti ons  
these  I ED  users  use  thei r associated  RBAC credentia l  impl ying  the ir normal  role.  When  the  
e lectrical  system  is  in  an  “exceptional  state” ,  for i nstance  accord ing  to  traffic l i ght cond i ti on  
noti fication ,  then  the  role  to  ri gh t association  may change (for i nstance  a  u ser shou ld  be  able  
to  operate  wi th in  a  d i fferen t AoR,  i n  order to  a l l ow the  operator takeover during  an  emergency 
case,  or remote  users  may be  preven ted  from  certain  actions  that must be  performed  by l ocal  
users  on l y) .   

Accord ing  to  I EC  TS  62351 -8,  the  user ro le  i n formation  can  be  del i vered  to  the  I ED  using  
d i fferent options.  For each  option  the  ro le  and  the  role  re lated  au thorization  must be  del i vered  
to  the  device  i n  advance,  during  a  configuration  phase  taking  p lace  in  normal  operational  
cond i ti ons.   

The  user’s  i den ti ty,  ro le  association  and  au thorization  are  i n tended  to  be  managed  us ing  a  
cen tral i zed  management system .  Users  and  role  adm in istrators  must be  enti tl ed  to  define,  
change and  remove users  and  roles  i n  normal  cond i tion  and  i n  specia l  traffic l i gh t cond i tions  
as  wel l .   

There  are  two  bas ic  possible  scenarios  in  traffic l i gh t s tatus  noti fication  hand l ing :  

1 )  Noti fy to  a l l  I EDs  the  s tatus  change,  and  starti ng  from  that moment the  devices  wi l l  
associate  to  the  user’s  ro le  a  d i fferent set of au thorizations.  The  user wi l l  not change i ts  
own  ro le.  

2)  Noti fy the  traffic l i gh t cond i tions  change to  the  cen tral i zed  management system ,  a l l owing  
the  association  of the  traffic l ight  specia l  ro les  to  the  needed  user set.  The  association  of 
the  users  to  specia l  ro les  can  be  requ i red  to  be  carried  ou t under the  au thorization  of 
mu l tip le  user adm in istrators  i n  order to  avoid  the  abuse  of specia l  ro le  ass ignment.  No  
changes  are  requ ired  on  I EDs  because  the  new role  i s  a l ready deployed .  

The  fi rst scenario  requ ires  the  noti fication  of the  specia l  traffic l i gh t cond i tion  to  a  l arge  
number of I ED  in  order to  make each  device  aware  of the  change.  Th is  status  change  
i n formation  is  a lso  sens i ti ve  from  securi ty perspective.  

The  second  scenario  requ i res  the  temporary i ssue  of specia l  user au thorization  token  wi th in  
the  centra l  user management s i de.  Accord ing  to  I EC  TS  62351 -8,  th is  temporary au thorization  
can  be  ass igned  us ing  any of the  supported  profi l es.  Profi l e  B  (X. 509  attribu te  certi ficates)  
can  be  a  better option  against Profi le  A (X. 509  I D  certi ficate  wi th  extens ion)  choice  because  
can  be  more  flexib le  and  attribute  certi ficate  are  wel l  su i ted  for short  term  l i fe  au thorization .  

A poten tia l  advantage  of second  scenario  over the  fi rst i s  that when  the  exceptional  cond i tion  
takes  p lace  then  the  speci fic  access  to  the  device  can  be  obtained  wi th  a  central i zed  action  
that  wi l l  not  involve  a  massive  noti fication  to  a  large  number of I EDs.  

A speci fic real i zation  option  of RBAC in  an  emergency case  i s  known  as  “Break-the-G lass”  
pol icy.  Th is  approach  refers  to  means  to  gain  con trol l ed  access  to  an  appl i cation  or system  in  
speci fic s i tuation  even  though  the  appropriate  access  pri vi l eges  are  not avai l able  i n  normal  
s i tuations.   
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Break-the-G lass  i s  based  upon  pre-defined  access  pol icies  and  may be  d i rectl y connected  
wi th  “emergency”  accounts,  managed  in  a  way to  make them  avai lable  wi th  reasonable  
adm in istrative  overhead .  A “Break-the-G lass”  pol icy can  be  implemented  i n  d i fferent  ways,  
depend ing  on  the  target systems  and  appl ications  l i ke:  

– As  specia l  cond i ti on  for existi ng  RBAC creden tia l s  requ i ri ng  the  system/app l ication  to  be  
aware  of the  speci fic s i tuation  in  wh ich  these  associated  access  righ ts  can  be  granted .  

– Separate  i nd ividual  accounts  wi th  associated  extended  rights,  to  be  used  i n  emergencies  
on l y.  

– Generic  credentia ls  (username/password ,  magnetic card ,  smart card ,  etc. )  to  be  protected  
i n  a  way that  access  is  on l y gran ted  i n  emergency s i tuations  

A “Break-the-G lass”  pol i cy needs  to  determ ine  the  credential  management from  d istribu tion ,  
activation ,  mon i toring ,  appl ication ,  un ti l  d eactivation  to  be  able  to  have  an  aud i t  tra i l  for these  
credentia ls.  Th is  requ ires  techn ical  means  as  wel l  as  i n tegration  i n to  the  business  process.  

To  i n troduce  the  speci fic  ci rcumstances  in to  the  RBAC model  u ti l i zed  i n  I EC  TS  62351 -8,  a  
new constrain t i s  i n troduced ,  wh ich  is  not d i rectl y bound  to  the  ro le  i tsel f,  bu t to  the  execution  
environment.  Th is  i s  i l l ustrated  i n  F igure  5  as  the  ci rcle  “Operational  constrain t,  e . g .  State” .  

  

Figure 5  – Enhancement of the  RBAC  approach  with  operational  constraints  

'Not bound  to  the  role'  essen tia l l y means  that th is  constrain t i s  not vis ib le  i n  the  access  token  
associated  to  a  user bu t i s  known  to  the  device  that i s  operating  on  the  ro le  in formation .  Th is  
requ i res  the  d is tribu tion  of poten tia l  restrictions  of a  role  due  to  speci fic  ci rcumstances  as  
described  above i n  the  emergency case.  
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7 Information  exchange  of defined  custom  roles  and  associated  rights  

7. 1  General  

Clause  7  con tains  the  encod ing  and  d istribution  of ro le  defi n i ti ons.  

7.2  Encod ing  and  exchange of custom  Role  Defin i tions  

There  are  several  possib le  ways  to  exchange RBAC and  custom  roles  configuration ,  and  one  
of them  is  the  XACML standard .  XACML stands  for eXtens ib le  Access  Control  Markup 
Language  and  defines  both :  

– a  declarati ve  access  control  pol icy l anguage  implemented  i n  XML  

– a  process ing  model  describing  how to  evaluate  access  requests  accord ing  to  the  ru les  
defined  i n  pol icies.   

I n  the  XACML speci fication ,  the  language core  i s  separated  from  the  appl ication  envi ronment 
by the  XACML context.  The  XACML con text i s  defined  in  XML schema,  describing  a  canon ical  
representation  for the  i npu ts  and  outpu ts  of the  Pol icy Decis ion  Poin t (PDP).  

One  of the  reasons  for us ing  XACML is  that i t  i s  capable  of formal i zi ng  several  Access  control  
models,  i ncl ud ing  the  RBAC model  defined  i n  I EC  TS  62351 -8.  

F igure  6  represents  the  decision  process ing  environment i n  XACML.  

 

Figure 6  – XACML Overview 

The decis ion  i s  taken  by an  agent known  as  Pol icy Decis ion  Poin t,  from  a  con text request and  
is  based  on  a  XACML pol icy.  The  resu l t i s  g i ven  in  the  form  of a  context request.  

Taken  as  a  whole,  XACML is  a  very heavy mechan ism  that  fi ts  wel l  i n  SOA arch i tectures,  bu t  
not at a l l  i n  the  embedded  software  world .  The  i n terest here  is  not the  fu l l  exchange of 
XACML requests  /  responses,  bu t rather the  formal isation  of the  I EC TS  62351 -8  model  as  an  
XACML pol icy.  Such  formal isation  of an  RBAC model  as  a  pol icy is  even  g i ven  as  an  example  
i n  the  XACML standard .   

U ti l i zi ng  XACML is  typical l y done  during  eng ineering  for the  configuration  of the  ro le  to  righ t 
ass ignment.  Th is  enables  two d i fferent options  for the  u ti l i zation  of XACML in  terms  of the  
i nvolved  components .  Depend ing  on  the  device  capabi l i ties ,  XACML may be  d i rectl y 
processed  wi th in  the  I ED  as  ou tl i ned  i n  F igure  7.  Th is  moves  the  pol icy adm in istration  poin t  
d i rectl y i n to  the  I ED.  I t  a lso  enables  a  d i rect i n teraction  wi th  poten tia l l y existing  XACML 
components  (not necessary for the  ou tl ined  concept) .  Th is  existi ng  XACML data  may 
comprise  for i nstance  pre-defined  roles ,  l ike  the  ro les  defined  in  I EC TS  62351 -8.  As  shown  in  
F igu re  7  the  I ED  incorporates  the  Pol icy Decis ion  Poin t and  the  Pol icy Enforcement Poin t.  
The  configuration  of the  I ED  wi th  the  appropriate  i n formation  enables  the  performance of 
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these  tasks.  Th is  may be  done  by a  securi ty adm in istrator (SECADM)  defin ing  ro les  (and  the ir 
associated  ri gh ts)  based  on  the  capabi l i ti es  of the  I EDs  (e . g .  by u ti l i zing  the  SCL description  
of the  I ED).  

During  operations,  when  the  I ED  is  presented  wi th  one  of the  RBAC access  tokens  defined  i n  
I EC TS  62351 -8,  the  Pol icy Enforcement Poin t can  perform  role  based  access  control  based  
on  the  presented  token  and  the  configured  ro le  i n formation .  

 

Figure 7  – Terminating  XACML at  the  IED  d i rectly 

Al ternative l y,  as  shown  i n  F igure  8,  XACML may be  term inated  i n  the  I ED  configuration  tool .  
Th is  leaves  the  option  to  map  the  RBAC configuration  data  to  a l ready existing  eng ineering  
i n terfaces  to  the  I EDs.  The  operational  part  stays  the  same.  

Subject  
OPERATOR  

IDENTITY 

organizationName(VAT) 

organizationalUnitName 

commonName  X.509  

Pol i cy  

en forcement  

poin t  

I ED  Object  
OPERATION  

Pol i cy  

decis ion  

poin t  

DEVICE STATE 

Normal  

Lockout 

Maintenance  

Policy 

administration 

point  Embedded  i n to  I ED  Configuration  and  

management  

XACML  

SCL  

XACML  
XACML  

Security conf 

tool  

SECADM  

ROLES and PERMISSIONS 

IEC TR 62351 -8 roles 

IEC 62351 -90-1  custom roles 

Permissions  

ROLE CONSTRAINT 

Area of responsibility 

Time of operation 

IP address  

ENGINEER  

IED Capability Description (ICD) 

System Specification Description (SSD) 

Subsystem Configuration Description (SCD) 

Configured IED Description (CID)  
RBAC Preconfiguration  

IEC  



 – 24  – I EC TR 62351 -90-1 : 201 8  © I EC 201 8  

 

Figure 8  – Terminating  XACML at  the  securi ty eng ineering  tool  

Based  on  the  features  and  functional i ti es  provided  by XACML,  i t  may be  used  for model l ing  
even  very complex s i tuations  and  systems from  a  s ing le  device  and  associated  objects  /  
actions  couples  to  potential l y a  whole  substation .  

Note  that for the  configuration  and  defin i tion  of roles ,  separation  of du ty as  described  i n  
IEC TS  62351 -8  between  the  defin i tion  of ro les  and  the  association  of roles  to  users’  shou ld  
be  obeyed .  

The  Organ ization  for the  Advancement of Structured  I n formation  Standards  – OASIS  – 
speci fied  the  usage  of XACML to  a lso  be  appl icable  to  describe  RBAC.  As  described  i n  the  
OASIS  example  appl ication  for RBAC [20] 1 ,  the  XACML pol icy wi l l  be  separated  i n to  two fi l es  
as  shown  i n  F igure  9.  

___________ 

1   Numbers  i n  square  brackets  refer to  the  b ib l i og raphy.  
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Figure  9  – XACML pol icy fi l e  mapping  

The XACML pol icy fi l es  are:  

– roles . xm l  l i sts  a l l  ro les  and  thei r decomposi tion  i n to  perm issions  

– perm iss ions.xm l  fi l e  l i sts  a l l  perm issions  and  thei r decomposi ti on  i n to  objects/actions  

The role  constra in ts  and  operation  constrain ts  (such  as  AoR,  s tate  of devices,  etc. )  are  
encoded  in  the  roles.xm l  fi l e .  XACML offers  a  pol ymorph ism  capabi l i ty to  a l low the  
decomposi ti on  of roles  in to  perm iss ions  tigh t to  the  envi ronment of the  decis ion  poin t.  

Al though  the  data  i n  the  XACML representation  of the  I EC 62351  securi ty model  needs  to  be  
refined ,  the  XACML represen tation  fi ts  clearl y the  needs  in  terms  of configuration .  

I t  i s  very easy to  create  such  a  model  as  a  bas is  to  ensure  i n teroperabi l i ty between  devices,  
and  on  top  of existi ng  ro les,  a l low vendors  or customers  to  create  thei r own  roles  and  own  set 
of rights  wh i le  keeping  a  complete  i n teroperabi l i ty.  

Both  fi l es  are  u ti l i zed  to  show the  mapping  of I EC  TS  62351 -8  defined  roles  i n  7 . 3 .  

7.3  Encod ing  and  exchange of IEC  TS  62351 -8  defined  roles  

A complete  encod ing  of the  I EC TS  62351 -8  securi ty model  i s  g i ven  a long  wi th  th is  document.  
Some parts  are  extracted  to  expla in  the  XACML ph i l osophy.  

I n  the  fol lowing  extract  from  roles .xm l ,  the  defin i ti on  of a  role  i s  shown .  
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<CODE BEGINS> 
 
<PolicySet PolicySetId=""  PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-

algorithm: permit-overrides"> 

  <Target> 

    <Subj ects> 

      <Subj ect> 

        <Subj ectMatch MatchId="urn: oasis: names: tc: xacml: 1. 0: function: anyURI-equal"> 

          <AttributeValue  DataType="http: //www. w3. org/2001/XMLSchema#anyURI">  

            Role: VIEWER 
          </AttributeValue> 

          <Subj ectAttributeDesignator AttributeId="urn: oasis: names: tc: xacml: 2. 0: subj ect: role"   

                                      DataType="http: //www. w3. org/2001/XMLSchema#anyURI"/> 

          </Subj ectMatch> 

      </Subj ect> 

    </Subj ects> 

  </Target> 

  <PolicySetIdReference>PPS: VIEWER</PolicySetIdReference> 
</PolicySet> 

 
<CODE ENDS> 

A role  is  a  PolicySet  e lemen t,  i den ti fied  by i ts  Subj ectMatch  e l ement that defines  both  
the  i den ti fi er:  “Role:VIEWER”,  and  i ts  type  “anyURI ” .  The  important e l emen t i s  the 
PolicySetIdReference  e l ement at the  end :  I t  refers  to  another PolicySet  that wi l l  
con tain  the  l i st  of the  perm issions  associated  to  the  role .  

To  a l l ow for a  p la in  defi n i tion  of the  role ,  the  perm iss ion  PolicySetIdReference  i s  
neg lected  to  be  able  to  map th is  in formation  to  a  l ater poin t i n  time.  The  p la in  defin i tion  of 
VIEWER al l ows  al ready an  association  wi th  a  user,  wi thou t taking  the  associated  ri ghts  i n to  
account.  

The  fo l l owing  example  represents  the  perm ission  PolicySet  associated  to  the  role  VIEWER.  

<CODE BEGINS> 
 
<PolicySet PolicySetId="PPS: VIEWER"  PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-
combining-algorithm: permit-overrides"> 

  <Target/> 

  <PolicySetIdReference>Permission: VIEW</PolicySetIdReference> 
</PolicySet> 

 

<CODE ENDS> 
 

I n  th is  very s imple  case,  the  role  i s  associated  wi th  on l y a  s ing le  perm ission :  VI EW.  

A fu rther example,  wh ich  i s  more  complex:  OPERATOR.  As  defined  i n  I EC  TS  62351 -8,  an  
operator i s  associated  wi th  four ri gh ts:  VIEW,  READ,  REPORTING,  and  CONTROL.  

Because  VIEW and  READ are  common  to  most of the  role,  a  “62351 -8:m in imal ”  perm ission  
PolicySet  i s  defined  to  wh ich  a l l  the  roles  refer (except VI EWER).  Th is  resu l ts  i n  the  
fol l owing .  
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<CODE BEGINS> 
 

<PolicySet PolicySetId=""  PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-

algorithm: permit-overrides"> 

  <Target> 

    <Subj ects> 

      <Subj ect> 

        <Subj ectMatch MatchId="urn: oasis: names: tc: xacml: 1. 0: function: anyURI-equal"> 

          <AttributeValue  DataType="http: //www. w3. org/2001/XMLSchema#anyURI"> 

             Role: OPERATOR 
          </AttributeValue> 

          <Subj ectAttributeDesignator AttributeId="urn: oasis: names: tc: xacml: 2. 0: subj ect: role"    

                                      DataType="http: //www. w3. org/2001/XMLSchema#anyURI"/> 

        </Subj ectMatch> 

      </Subj ect> 

    </Subj ects> 

  </Target> 

  <PolicySetIdReference>PPS: 62351-8: minimal</PolicySetIdReference> 
  <PolicySetIdReference>PPS: OPERATOR</PolicySetIdReference> 
</PolicySet> 

 

<CODE ENDS> 
 

Here  the  ro le  refers  to  two PolicySets :  “PPS:62351 -8:m in imal ”  and  “PPS:OPERATOR”.  

These  two  PolicySets  are  represented  below.  

<CODE BEGINS> 
 

<PolicySet PolicySetId="PPS: 62351-8-minimal"  
PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-algorithm: permit-

overrides"> 

  <Target/> 

  <PolicySetIdReference>Permission: VIEW</PolicySetIdReference> 
  <PolicySetIdReference>Permission: READ</PolicySetIdReference> 
</PolicySet> 

 

<PolicySet PolicySetId="PPS: OPERATOR"  
PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-algorithm: permit-

overrides"> 

  <Target/> 

  <PolicySetIdReference>Permission: REPORTING</PolicySetIdReference> 
  <PolicySetIdReference>Permission: CONTROL</PolicySetIdReference> 
</PolicySet> 

 

<CODE ENDS> 
 

The resu l t wi l l  be  the  role  OPERATOR associated  wi th  i ts  4  ri gh ts.  Th is  mechan ism  avoids  the  
repeti tion  of i den tical  perm issions  association  i n  the  fi l e.  

The  perm ission .xm l  fi l e  con tains  the  breakdown  of perm issions  i n to  obj ect and  actions.  One  or 
several  objects  can  be  associated  wi th  one  or several  actions.  

A perm ission  i s  a lso  a  PolicySet  i denti fi ed  by i ts  PolicySetId .  The  fo l lowing  example  is  
the  F I LEMNGT perm ission ,  i n  wh ich  the  obj ect  “F i le”  i s  associated  wi th  the  actions  “Create” ,  
“Delete” ,  “Read”,  and  “Wri te” .  
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<CODE BEGINS> 
 

<PolicySet PolicySetId="Permission: FILEMNGT"  

PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-algorithm: permit-

overrides"> 

  <Target/> 

    <Policy PolicyId=""  RuleCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: rule-combining-

algorithm: permit-overrides"> 

      <Target/> 

      <Rule RuleId=""  Effect="Permit"> 

        <Target> 

   <Resources> 

     <Resource> 

  <ResourceMatch MatchId="urn: oasis: names: tc: xacml: 1. 0: function: string-equal"> 

                 <AttributeValue DataType="http: //www. w3. org/2001/XMLSchema#string"> 

    File 
  </AttributeValue> 

                 <ResourceAttributeDesignator  

                   AttributeId="urn: oasis: names: tc: xacml: 1. 0: resource: resource-id"   

                   DataType=http: / / www. w3 . org/ 2 0 0 1 /XMLSchema#string  

                 <ResourceAttributeDesignator/> 

               </ResourceMatch> 

             </Resource> 

           </Resources> 

         <Actions> 

           <Action> 

             <ActionMatch MatchId="urn: oasis: names: tc: xacml: 1. 0: function: string-equal"> 

               <AttributeValue  

                 DataType="http: //www. w3. org/2001/XMLSchema#string"> 

                 Create 
               </AttributeValue> 

               <ActionAttributeDesignator  

                 AttributeId="urn: oasis: names: tc: xacml: 1. 0: action: action-id"   

                 DataType="http: / / www. w3 . org/ 2 0 0 1 /XMLSchema#s tring"  /> 

             </ActionMatch> 

           </Action> 

           <Action> 

             <ActionMatch MatchId="urn: oasis: names: tc: xacml: 1. 0: function: string-equal"> 

               <AttributeValue DataType="http: //www. w3. org/2001/XMLSchema#string"> 

                 Delete 
               </AttributeValue> 

               <ActionAttributeDesignator  

                 AttributeId="urn: oasis: names: tc: xacml: 1. 0: action: action-id"   

                 DataType="http: / / www. w3 . org/ 2 0 0 1 /XMLSchema#s tring"  /> 

             </ActionMatch> 

           </Action> 

           <Action> 

             <ActionMatch MatchId="urn: oasis: names: tc: xacml: 1. 0: function: string-equal"> 

               <AttributeValue DataType="http: //www. w3. org/2001/XMLSchema#string"> 

                 Read 
               </AttributeValue> 

               <ActionAttributeDesignator  

                 AttributeId="urn: oasis: names: tc: xacml: 1. 0: action: action-id"   

                 DataType="http: / / www. w3 . org/ 2 0 0 1 /XMLSchema#s tring"  /> 

             </ActionMatch> 

           </Action> 

           <Action> 

             <ActionMatch MatchId="urn: oasis: names: tc: xacml: 1. 0: function: string-equal"> 

               <AttributeValue DataType="http: //www. w3. org/2001/XMLSchema#string"> 

                 Write 
               </AttributeValue> 

               <ActionAttributeDesignator  

                 AttributeId="urn: oasis: names: tc: xacml: 1. 0: action: action-id"   

                 DataType="http: / / www. w3 . org/ 2 0 0 1 /XMLSchema#s tring"  /> 

             </ActionMatch> 

           </Action> 

         </Actions> 

       </Target> 

    </Rule> 

  </Policy> 

</PolicySet> 

 

<CODE ENDS> 
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7.4  User defined  roles  

7.4. 1  Usage  

IEC TS  62351 -8  defines  a  set of seven  predefined  ro les.  However,  users  shou ld  have  the 
capabi l i ties  to  create  thei r own  ro les ,  because:  

•  Some securi ty pol icies  can  be  a l ready i n  pl ace,  and  do  not comply to  I EC TS  62351 -8  pre-
defined  roles   

•  Predefined  ro les  cannot be  expected  to  cover a l l  cases  and  needs.  

I t  i s  therefore  necessary to  be  ab le  to  add  easi l y new ro les  to  the  system  in  order to  adapt the  
securi ty model  to  the  needs.  

Using  XACML fi l es  and  thei r respect of the  RBAC theoretical  model  (ro les    righ ts    
actions/objects)  s impl i fies  th is  operation .  A new role  can  be  created  from  a  l i s t of existing  
ri gh ts  that can  be  p icked  i n  the  existi ng  securi ty model  of an  I ED.  

For custom  roles ,  the  I EC  TS  62351 -8  “RoleID”  needs  to  be  defined  i n  the  role  defi n i ti on ,  as  i t  
i s  the  primary key used  in  au thentication  profi l es.  I EC TS  62351 -8  describes  the  number 
ranges  for the  defin i tion  of custom  based  roles .  I n  add i tion ,  the  “ro leDefin i ti on”  as  part of the  
RBAC credentia l  a l l ows  for description  of the  path  to  the  role  to  ri gh t defi n i ti on .  

7.4.2  Example  

I n  th is  example,  i n  add i ti on  to  defau l t roles  a  new operator role  i s  created  that wi l l  have  the  
ri gh ts  to  perform  configuration  operations,  and  have  fi l e  access.  Th is  role  i s  ca l led  “super 
operator".  

Table  6  shows  the  l i s t of ri gh ts  of the  roles  “OPERATOR”  and  SUPER_OPERATOR:  

Table  6  – User defined  role  defin i tion  
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First of a l l ,  th is  new role  and  i ts  l i nk to  the  perm ission  l i s t  must be  defined .  S ince  i t  i s  
equ ivalent  to  the  OPERATOR role ,  i ts  defin i tions  can  s impl y be  reused ,  and  add  a  
PolicySet  for i ts  particu lari ti es .  
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<CODE BEGINS> 
 

<PolicySet PolicySetId=""  PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-

algorithm: permit-overrides"> 

  <Target> 

    <Subj ects> 

      <Subj ect> 

        <Subj ectMatch MatchId="urn: oasis: names: tc: xacml: 1. 0: function: anyURI-equal"> 

          <AttributeValue  DataType="http: //www. w3. org/2001/XMLSchema#anyURI"> 

Role: SUPER_OPERATOR 
          </AttributeValue> 

          <Subj ectAttributeDesignator AttributeId="urn: oasis: names: tc: xacml: 2. 0: subj ect: role"  

                                      DataType="http: //www. w3. org/2001/XMLSchema#anyURI"/> 

        </Subj ectMatch> 

      </Subj ect> 

    </Subj ects> 

  </Target> 

  <PolicySetIdReference>PPS: 62351-8: minimal</PolicySetIdReference> 

  <PolicySetIdReference>PPS: OPERATOR</PolicySetIdReference> 

  <PolicySetIdReference>PPS: SUPER_OPERATOR</PolicySetIdReference> 
</PolicySet> 

 

<CODE ENDS> 
 

Based  on  th is ,  the  new PolicySet  speci fic to  the  SUPER_OPERATOR,  wi th  the  add i tional  
ri gh ts  has  to  be  defined :  

<CODE BEGINS> 
 

<PolicySet PolicySetId="PPS: SUPER_OPERATOR"  
 PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-algorithm: permit-   

 overrides"> 

  <Target/> 

    <PolicySetIdReference>Permission: FILEREAD</PolicySetIdReference> 

    <PolicySetIdReference>Permission: CONFIG</PolicySetIdReference> 

  </PolicySet> 

 

<CODE ENDS> 
 

This  l eads  to  a  new role  resu l ti ng  of a  combination  of the  OPRATOR role,  wi th  2  new ri ghts ,  
wh i l e  keeping  a  complete  i n teroperabi l i ty wi th  I EC  TS  62351 -8  defined  ro les .  

7.5  Role  polymorphism  

7.5. 1  Encod ing  i n  XACML 

The RBAC concept defi nes  that one  (or several )  ro les  are  associated  to  a  user.  At the  same 
time,  th is  association  can  have  l im i ts  (Area  of responsibi l i ty,  t ime),  and  the  con ten t i tsel f of a  
ro le  can  change  depend ing  on  the  operational  state  of a  device.  

These  constrain ts  can  be  expressed  i n  the  ro les. xm l  fi l e  using  cond i ti ons  that  can  be  defined  
i n  XACML.  

As  seen  in  Subclause  7 . 4,  the  defin i tion  of a  ro le  was  defined  i n  a  PolicySet  e lemen t.  A 
PolicySet  e lement can  refer eventual l y to  several  sub  PolicySet  e l ements  through  a  

PolicySetIdReference .  At the  end ,  the  XACML decis ion  poin t wi l l  treat a l l  these  
references  as  a  s ing le  PolicySet .  

One  feature  of a  PolicySet  i s  i ts  capabi l i ty to  be  cond i tional ,  depend ing  on  a  Target  
e lement.  As  defined  by the  XACML standard ,  a  Pol icy Decis ion  Poin t wi l l  check the  match  
between  the  target and  the  environment ( in  our case)  and  appl y or not the  PolicySet .  

Using  th is  mechan ism ,  i t  i s  enabled  to  “re  rou te”  the  evaluation  of the  ri gh ts  attached  to  a  
role,  or to  appl y or not a  complete  PolicySet .  
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7.5.2  Examples  

Two kinds  of cond i tions  and  thei r implementation  as  examples  wi l l  be  developed :  

•  Area  of responsibi l i ty (AoR).  

•  System  access  / ro les  capabi l i ti es  depend ing  on  device  state.  

Area  of responsibi l i ty 

Defin i ti on  from  IEC TS  62351 -8: 201 1 :  

The area of responsibility (AoR)  restricts the applicability of a  subject’s role to a  set of 
objects.  [. . . ]The  AoR  is  an  identifier  and  should  define  a   hierarchical  name  space  or  a   
reference  to  the  namespace.  Note that these identifiers are  typically alphanumeric.  The  
relying  party  /  IED  shall validate  the  complete AoR  and  shall ignore  any  UserRoleInfo 
definition which  includes an  unrecognized AoR.  

Therefore  an  AoR (wh ich  is  part of the  credentia l  of an  agen t)  restricts  the  access  of th is  
agent  to  the  obj ects  (devices,  appl ications,  i . e.  decis ion  poin ts)  that belong  to  th is  AoR.  

I t  i s  a  g l obal  restriction  that appl ies  to  the  whole  RBAC of a  decis ion  poin t,  therefore  a  top  
l evel  decis ion .  F igure  1 0  represents  the  organ isation  of a  device  securi ty model ,  and  the  poin t  
of decis ion .  

 

Figure 1 0  – AoR decision  point  

Since  the  top  l evel  of a  ro les . xm l  fi l e  i s  a  PolicySet ,  a  g lobal  decis ion  at th is  l evel  can  be  
appl ied  that wi l l  i nval i date  a l l  the  roles  assignment for an  agen t that does  not belong  to  the  
proper AoR.  

I n  XACML,  each  subj ect can  be  associated  wi th  one  or several  attribu te.  One  of these  
attribute  fi ts  wi th  the  AoR concept:  The  subj ect  i d  qua l i fi er.  Here  i s  i ts  defi n i ti on :  

urn: oasis: names: tc: xacml: 1 . 0: subject: subject-id-qualifier 

Th is  i denti fier ind icates  the  securi ty domain  of the  subj ect.   I t  i denti fi es  the  adm in istrator and  
pol icy that manages  the  namespace i n  wh ich  the  subj ect id  i s  adm in istered .  
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Th is  attribute  wi l l  be  used  to  make a  top  level  decis ion  i n  order to  restrict the  access  to  a  
device  for a  speci fi ed  AoR.  

<CODE BEGINS> 
 
<PolicySet xmlns: xsi="http: //www. w3. org/2001/XMLSchema-instance"  Version="1"  

xmlns: xsd="http: //www. w3. org/2001/XMLSchema"  PolicySetId="RPS: Roles-list"  

PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-algorithm: permit-

overrides"  xmlns="urn: oasis: names: tc: xacml: 2. 0: policy: schema: os"> 

  <Target> 

    <Subj ects> 

      <Subj ect> 

        <Subj ectMatch MatchId="function; string-equal"> 

          <AttributeValue  DataType="xml; string">France-SouthWest</AttributeValue> 
          <Subj ectAttributeDesignator 

            AttributeId="urn: oasis: names: tc: xacml: 1. 0: subj ect: subj ect-id-qualifier"  

            DataType="xml; string"/> 

        </Subj ectMatch> 

      </Subj ect> 

    </Subj ects> 

  </Target> 

  <PolicySet PolicySetId=""  PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-

combining-algorithm: permit-overrides"> 

    <Target> 

      <Subj ects> 

        <Subj ect> 

          <Subj ectMatch MatchId="urn: oasis: names: tc: xacml: 1. 0: function: anyURI-equal"> 

            <AttributeValue  DataType="http: //www. w3. org/2001/XMLSchema#anyURI"> 

              Role: OPERATOR 

            </AttributeValue> 

            <Subj ectAttributeDesignator 

              AttributeId="urn: oasis: names: tc: xacml: 2. 0: subj ect: role"  

              DataType="http: //www. w3. org/2001/XMLSchema#anyURI"/> 

          </Subj ectMatch> 

        </Subj ect> 

      </Subj ects> 

    </Target> 

  <PolicySetIdReference>PPS: 62351-8: minimal</PolicySetIdReference> 

  <PolicySetIdReference>PPS: OPERATOR</PolicySetIdReference> 

</PolicySet> 

 

<CODE ENDS> 
 

The red  part i s  the  “classical ”  beg inn ing  of an  XACML roles.xm l  fi l e.  The  yel low part restricts  
that appl ication  of a l l  the  roles  on l y to  users  having  belong ing  to  the  “France-SouthWest”  
AoR.  

Roles  depend ing  on  device  s tate:  

The  goal  of th is  example  is  to  show how the  perm issions  associated  to  a  role  for a  device  can  
be  mod i fied  by the  device  status.  Let us  take  as  an  example  a  device  that can  have  th ree  
operational  states:  

•  Normal  

•  Lockout  

•  Main tenance  

For each  of these  s tates,  the  capabi l i ties  associated  wi th  the  ro les  can  change:  i . e.  some 
perm ission  can  be  added  or removed .  

Here  a lso  the  capabi l i ty of a  PolicySet  to  be  cond i ti onal  wi l l  be  used .  The  securi ty model  
organ ization ,  F i gu re  1 1  shows  the  poin t  where  the  decis ion  wi l l  be  made:  
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Figure 1 1  – Role  polymorph ism  decision  point  

Basical l y,  for each  role,  several  righ t l i s ts  wi l l  be  defined ,  each  of them  cond i ti oned  to  the  
status  of the  device.  

I n  order to  encode  th is  status ,  another concept of XACML wi l l  be  used :  A decis ion  can  be 
made on  a  Subj ect ,  as  seen  for the  AoR,  bu t  can  be  cond i tioned  by two other ki nds  of 
constrain ts:  

•  Resource  

•  Environment  

The Environment constrain t i s  of course  the  obvious  one.  Up  to  now,  on l y date  and  time are  
defined  by I EC  TS  62351 -8: 201 1 .  Therefore  own  attribute  wi l l  be  defined .  The  fo l l owing  XML 
fi l e  shows  how to  encode  three  d i fferen t modes  for the  role  “ENGINEER”.  

IEC  
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decis ion  poin t  
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<CODE BEGINS> 
 

<PolicySet xmlns: xsi="http: //www. w3. org/2001/XMLSchema-instance"  Version="1"  

xmlns: xsd="http: //www. w3. org/2001/XMLSchema"  PolicySetId="RPS: Roles-list"  

PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-algorithm: permit-

overrides"  xmlns="urn: oasis: names: tc: xacml: 2. 0: policy: schema: os"> 

  <Target/> 

    <PolicySet PolicySetId=""  PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-

combining-algorithm: permit-overrides"> 

      <Target> 

        <Subj ects> 

          <Subj ect> 

            <Subj ectMatch MatchId="urn: oasis: names: tc: xacml: 1. 0: function: anyURI-equal"> 

              <AttributeValue 

                DataType="http: //www. w3. org/2001/XMLSchema#anyURI"> 

                Role: ENGINEER 

              </AttributeValue> 

              <Subj ectAttributeDesignator 

                AttributeId="urn: oasis: names: tc: xacml: 2. 0: subj ect: role"   

                DataType="http: //www. w3. org/2001/XMLSchema#anyURI"/> 

            </Subj ectMatch> 

          </Subj ect> 

        </Subj ects> 

      </Target> 

    <PolicySetIdReference>PPS: 62351-8: minimal</PolicySetIdReference> 

    <PolicySetIdReference>PPS: ENGINEER_state: Normal</PolicySetIdReference> 
    <PolicySetIdReference>PPS: ENGINEER_state: Lockout</PolicySetIdReference> 
    <PolicySetIdReference>PPS: ENGINEER_state: Maintenance</PolicySetIdReference> 
  </PolicySet> 

  <  PolicySetId="PPS: 62351-8-minimal"  

    PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-algorithm: permit-

overrides">…</PolicySet> 

  <PolicySet PolicySetId="PPS: ENGINEER_state: Normal"      
    PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-algorithm: permit-

overrides"> 

    <Target> 

      <Environments> 

        <Environment> 

          <EnvironmentMatch MatchId="function; string-equal"> 

            <AttributeValue  DataType="xml; string">Normal</AttributeValue> 
            <EnvironmentAttributeDesignator  

              AttributeId="urn: IEC: names: tc: 62351: 1. 0: environment: device-status"   

              DataType="xml; string"/> 

          </EnvironmentMatch> 

        </Environment> 

      </Environments> 

    </Target> 

    <PolicySetIdReference>Permission: DATASET</PolicySetIdReference> 
    <PolicySetIdReference>Permission: REPORTING</PolicySetIdReference> 
    <PolicySetIdReference>Permission: FILEWRITE</PolicySetIdReference> 
    <PolicySetIdReference>Permission: FILEMNGT</PolicySetIdReference> 
    <PolicySetIdReference>Permission: CONFIG</PolicySetIdReference> 
  </PolicySet> 

  <PolicySet PolicySetId="PPS: ENGINEER_state: Lockout"   
    PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-algorithm: permit-

overrides"> 

    <Target> 

      <Environments> 

        <Environment> 

          <EnvironmentMatch MatchId="function; string-equal"> 

            <AttributeValue  DataType="xml; string">Lockout</AttributeValue> 
            <EnvironmentAttributeDesignator  

              AttributeId="urn: IEC: names: tc: 62351: 1. 0: environment: device-status"   

              DataType="xml; string"/> 

          </EnvironmentMatch> 

        </Environment> 

      </Environments> 

    </Target> 

    <PolicySetIdReference>Permission: DATASET</PolicySetIdReference> 
    <PolicySetIdReference>Permission: REPORTING</PolicySetIdReference> 
  </PolicySet> 

  <PolicySet PolicySetId="PPS: ENGINEER_state: Maintenance"      
    PolicyCombiningAlgId="urn: oasis: names: tc: xacml: 1. 0: policy-combining-algorithm: permit-

overrides"> 

    <Target> 

      <Environments> 

        <Environment> 

          <EnvironmentMatch MatchId="function; string-equal"> 
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            <AttributeValue  DataType="xml; string">  Maintenance  </AttributeValue> 
            <EnvironmentAttributeDesignator  

              AttributeId="urn: IEC: names: tc: 62351: 1. 0: environment: device-status"   

              DataType="xml; string"/> 

          </EnvironmentMatch> 

        </Environment> 

      </Environments> 

    </Target> 

    <PolicySetIdReference>Permission: DATASET</PolicySetIdReference> 
    <PolicySetIdReference>Permission: REPORTING</PolicySetIdReference> 
    <PolicySetIdReference>Permission: FILEWRITE</PolicySetIdReference> 
    <PolicySetIdReference>Permission: FILEMNGT</PolicySetIdReference> 
  </PolicySet> 

</PolicySet> 

 

<CODE ENDS> 
 

The decis ion  poin ts  are  colored  in  red ,  the  associated  perm issions  in  yel l ow.  I t  i s  vis ib le  that 
to  the  ro le  “ENGINEER”,  has  four ri ghts  l i s ts  associated :  

•  I EC TS  62351 -8:m in imal  

•  ENGINEER_state:Normal  

•  ENGINEER_state: Lockout  

•  ENGINEER_state:Main tenance  

The  l ast th ree  righ ts  l i sts  are  actual l y cond i tioned  to  the  envi ronment status  of the  device,  and  
define  a  d i fferent l i st of ri gh ts.  On l y one  of these  cond i ti onal  ri gh ts  l i sts  can  appl y,  therefore  
mod i fying  the  defin i tion  of the  ENGINEER role.  

7.6  Roles  to  rights  mapping  data  

Roles  to  ri ghts  mapping  i s  ach ieved  by speci fying ,  wh ich  actions  or wh ich  subcategories  or 
categories  of actions  is  a  ro le  a l lowed  to  perform .  

By defau l t a  new role  has  no  perm issions  at a l l .  I t  i s  the  task of the  organ izations  to  defi ne  
the ir needed  roles  and  the  correspond ing  perm issions.  

D i fferen t vendors  wi l l  provide  tools  for the  easy management of RBAC includ ing  the  
management of new custom  ro les  and  thei r permiss ions  fol l owing  the  concepts  described  in  
th is  document,  for example  fol l owing  the  categorization  as  described  in  C lause  5.  

When  a l l  organ izational  ro les  have  been  defined ,  an  xm l  fi l e  i s  generated ,  
e. g . , ”IEC_62351_90_1_roles. xml”,  wh ich  shou ld  be  d istribu ted  to  al l  I EC  TR 62351 -90-1  
compl ian t devices.  

The standard  xsd  fi l e  “access_control-xacml-2 0-policy-schema-os. xsd”  serves  to  val i date  the  
IEC_62351_90_1_roles. xml  generated  fi l es  for compl iance  wi th  th is  part,  bes ides  enforcing  a  
few ru les  such  as  no  role  names  dupl ication ,  no  ro le-i d  dupl ication ,  and  others.   

Note  also  that OASIS  a l ready defined  a  profi le  for RBAC in  [20] .  
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